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Ultimate protection against vulnerabilities
> Vv Automated, insightful, all-in-one protection
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e Leverages a blend of cross-generational threat techniques to provide

the broadest protection against all types of threats.

Starting @ ¥ 49 /month /user

Why Choose Us
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Available in two feature packs - A customised multi-MSP model Proactively stop threats before
Business Essentials and Enterprise with highly scalable, automated they reach your business with
Essentials - to meet your business provisioning and policy cloud-based protection from
requirements configuration the Trend Micro™ Smart Protection
Network™
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Centralised visibility and control High fidelity machine learning to Easy to install and simple to use.
is provided so you can see what's for greater threat detection Since it's designed specifically for
going on in your business small businesses, it requires no IT
expertise

Start securing your endpoints today https://www.xcellhost.cloud/trendmicro/cloud-epp &
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Comprehensive Security Features How it works

Device Type Support
+ Windows PC - Desktop, Laptop (Agent)
« Mac Laptop (Agent) @
- Android Smartphones (APP/Agent) Anti-virus
+ i0S Smartphones (MDM Profile) J
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Active Directory Integration Filtering _' rarg}g‘
Full Disk Role-based Access 809
Anti-virus Encryption and Control L 1 L 1
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Anti-spyware 1 | ’ WORKFORCE
- - ATTACKERS Data Loss
Application Control (Win PC only) Prevention (Win PC) S e Predictive <
Behaviour Monitoring Incl. Ransomware Magchine Leaming
Protection (Win PC only)
Component Updates
kbl b lac il s Vel Endpoint security protection actions
Device Control
) Endpoint
Endpoint Sensor
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Firewall tin PCunly) |l :@3‘1 1 Written to disk Executed :
Full Disk Encryption Y F b F ot
Malware arrives —’ % — 1 \], 1 - 1 i:g; 1 -l—|+ Malware exits
HTTPS Web Threat Protection on endpoint L . S Command & Control
T ) i Network ,____________ e _____________' Lateral move
Predictive Machine Learning Emall |' 't Exfiltration
Role-based Administration UsB Entry point Pre-execution Run-time Exit point
Unauthorized Change Prevention Service @ @ @ @
(Win Desktop PCs only) Browser Exploit Protection Predictive Machine Learning  Run-time machine learning Web Reputaion
URL Filtering Device Control Aplication Control Behaviorial Analysis DLP
Web Reputaion Variant Protection Exploit Protection URL Filterng
Web Reputation URL Filtering File-level Signature In-memory Script Analysis
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Use Cases
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Block Advanced Threat Exploit prevention- Data Center Clean up-Automatic Security For Hybrid
Ransomeware Protection Zero day Vulnerability Security Remediation Enviornment

Centralised visibility and control

Enable consistent security management, visibility, and reporting across multiple layers of interconnected security through a centralised console.

) Apex Central™ as a Service & i

Q Dashboard Directories Policies Threat intel

Response

Summary Operation Center DLP Incidant Investigation Data Loss Prevention

Improve protection, reduce 80% Antivinss patiom complance - 599  critcai treats —~, 305,592 Resoed evens
complexi d elimi {D\ &)
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(1) 80% Antivirus pattern compliance

Average change (over 7 cays): 1%

Managed agents: 1531
With compiant virus patierns 1243 83%
Boston With outdated virus patiems 249 1%
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Unmanagec endpoints: 882
Extend control and visibility across A 599 Crtcal tveats
on-premises, cloud, and hybrid L

okyo Ransomware 58
] Known Advanced Persistent Treeat (APT) 127
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5 . Seoul Vulnerability attack 25
Lateral movement 201
Unkngwn threats 50
CAC calivack 10
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A 0 Affected users

' 0 Affected endpoints

) 0 Total events
(©) Resolved events: 305592
T Urresoived events: 1869

T Affected users: 402
Provide access to actionable threat O 11 Afiected endponts

Including 2 important endpoinis
intelligence from the Trend Micro™ L .

7

. High Risk ore Critical threat ratio .
Smart Protection Network™ !
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"Showing critical threats and detections from the past 14 days
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